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Abstract—One of the current trends in cryptography is to
search for new approaches to the cryptographic algorithms
design. One such possibility is to use the other algebraic
structures, such as a quasigroup, rather than the traditional.
Quasigroups are equivalent to more familiar Latin squares.
One of quasigroups’ important properties is that all possible
elements of certain quasigroup occur with equal probability.
Testing properties of quasigroups of a large order isn’t trivial,
effective methods are necessary. There are described statistical
experiments on various types of data, on various types of guasi-
groups in this paper; experiments were done within a framework
of a simple quasigorup hash function. The distribution of hash
value’s changes, for given quasigroup and for given testing data,
with respect to bit change in them and with respect to the
positions of changed bits were measured.

I. INTRODUCTION

Quasigroups, or more famous Latin squares, are well known

combinatorial designs with a lot of theoretical results con-

cerning them. Researchers have focused in quasigroups usage

in the cryptography more seriously from the beginning of

century, e.g. [1], [7], [10]. There were published many cryp-

tographic algorithms based on quasigroups primitives, from

simple till more ambitious ones.
For cryptographic purposes quasigroups have to be of a

good quality. By a quasigroup of a high cryptographic qual-

ity we mean foremost a non-commutative, non-associative,

nonidempotent quasigroup without right or left units and

without proper sub-quasigroups. Such a quasigroup is named

as shapeless quasigroup in [5], where the length of period

of obatined word generated by so called quasigroup string

transformation is tested.
Various approaches are used for the good quality quasigroup

generation. It is possible to use quasigroups of a small order

represented as a look-up table only, whose properties may by

verified by the exhaustive search. There is proposed stream

cipher Edon80 [8] as an eSTREAM1 candidate. The cipher

Edon80 uses quasigroup of order 4. Principle of the selection

appropriate quasigroups of order 4 is described in [11].

One common way of creating quasigroups is through iso-

topies. We can imagine an isotopism of quasigroups as a per-

1http://www.ecrypt.eu.org/stream/

mutation of rows and columns of quasigroups multiplication

table. Permutations used in the concept of isotopism may be

done in many ways. Authors of NISTs SHA-3 competition2

candidate, hash function EdonR, have used high-quality Latin

squares of order 8 for constructing the permutations on 256-bit

words and these permutations are then used for the quasigroup

of order 2256 construction [6].

The goal of this paper is to introduce a method for

huge quasigroups properties testing. What is meant about

quasigroups of large order depends mainly on cryptographic

algorithm and its other memory requirements. We present

statistical tests, which should reflect algebraic properties of the

tested quasigroups. We are not engaged in resistance against

differential or linear cryptanalysis. Previous experiments were

published in [15], [13]. There were used two types of quasi-

groups, the table quasigroup and analytic one; their properties

were tested by analyzing values of a simple hash function

based on quasigroup operation. We have conducted the same

experiments with additive group (Zn, +).
The organization of the paper is as follows: in section 2

we give brief introduction to the math concepts used in the

paper. Experiments, tested data and quasigroups are presented

in section 3. In section 4 we describe experiments results.

Finally in last section we give conclusions and future research

directions.

II. MATHEMATICAL BACKGROUND

Definition 2.1: A grupoid (Q, ∗) is said to be a quasigroup

(i.e. algebra with one binary operation (∗) on the set Q)

satisfying the law:

∀(u, v ∈ Q)(∃!x, y ∈ Q)(u ∗ x = v ∧ y ∗ u = v).

This implies:

1) x ∗ y = x ∗ z ∨ y ∗ x = z ∗ x ⇒ y = z
2) The equations a ∗ x = b, y ∗ a = b have an unique

solutions x, y for each a, b ∈ Q.

Quasigroups are equivalent to the well known Latin

2http://csrc.nist.gov/groups/ST/hash/sha-3/index.html
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squares3. The multiplication table of a quasigroup of order

n is a Latin square of order n, and conversely every Latin

square of order n is the multiplication table of a quasigroup

of order n [4]. However, in general, the operation (∗) is

neither a commutative nor an associative operation. As is

known, every quasigroup satisfying the associative law has

an identity element and is, hence, a group, e.g. a group is, by

definition, an associative loop.

Definition 2.2: A loop is a quasigroup (Q, ∗) with an

identity element e ∈ Q such that:

(∃e ∈ Q)(∀x ∈ Q)(x ∗ e = x = e ∗ x).

While some Latin squares do represent associative

operations and can form a group, most Latin squares do not.

For example, at order 4 there are 576 Latin squares, but only

16 are associative (about 2.8 percent). So non-associative

(and thus non-group) squares dominate heavily, and are

desirable for cryptography anyway [4]. Also quasigroups with

various identities seem to be problematic structures. Ideally,

for cryptographic purposes quasigroup should be a shapeless

quasigroup [5].

Definition 2.3: A quasigroup (Q, ◦) of order n is said

to be shapeless if it is non-commutative, non-associative, it

does not have neither left nor right unit, it does not contain

proper sub-quasigroups, and there is no k < 2n for which are

satisfied the identities of the kinds:

x ◦ (. . . (x
︸ ︷︷ ︸

k

◦y)) = y and y = ((y ◦ x) ◦ . . .) ◦ x
︸ ︷︷ ︸

k

If we work with quasigroups of large order, it is

computationally infeasible (both in terms of space and in

terms of time) to store the entire quasigroup and perform

multiplication by a table lookup. This implies that we need

to find a more efficient method for representing quasigroups

of large order and performing multiplication within these

quasigroups. One common way of creating quasigroups is

through isotopism [4].

Definition 2.4: Let (Q1, ·) and (Q2, ◦) be two quasigroups

with |Q1| = |Q2|. An ordered triple (α, β, γ) of one-to-one

mappings α, β, γ of the set Q1 onto the set Q2 is called an

isotopism of Q1 upon Q2 if

α(x) ◦ β(y) = γ(x · y) (1)

for all x, y ∈ G.

It is also said that Q2 is an isotope of a primary quasi-

group Q1. One can prove that the set of all isotopisms of a

quasigroup of order n forms a group of order (n!)3.

3Latin square is an n × n matrix filled with n different symbols in such
a way that each symbol occurs exactly once in each row and exactly once in
each column

It should be noted that the mapping γ permutes the elements

in the table of operations in a quasigroup Q1, while α and β
operate on the elements of the row and column borders of

this table, respectively. It simply means that the Cayley table

of the quasigroup (Q2, ◦) can be obtained from the Cayley

table of the quasigroup (Q1, ·), resp. vice versa, simply by

rearranging rows, columns, and renaming elements. From (1)

it follows that

x ◦ y = γ−1(α(x) · β(y)) (2)

for all x, y ∈ Q2.

There are several special quasigroups, where the quasigroup

operation can be speciffied using common arithmetic opera-

tions. One such an example is the quasigroup of modular sub-

traction (Q, ◦ms), which was propsed in [14]. The operation

◦ms on Q is defined as easy to evaluate expression:

x ◦ms y = x + (n − y) mod n, n = |Q|. (3)

This allows us to use quasigroups with a very large number

of elements without necessity of their storage. Generally, if

isotopies are used to create a quasigroup, the only information

that needs to be stored are the permutations α, β and γ along

with the group that is used to generate the quasigroup (Q, ◦).
The quasigroups isotopic to groups (to abelian groups)

form an important class of quasigroups. The well known

subclasses of such quasigroups are medial quasigroups and

T -quasigroups. Any commutative quasigroup is trivially

a medial quasigroup. A nontrivial class of examples are

T -quasigroups [2], [12].

Definition 2.5: A medial quasigroup is a quasigroup such

that, for any choice of four elements a, b, c, d ∈ Q, one has

(a ◦ b) ◦ (c ◦ d) = (a ◦ c) ◦ (b ◦ d).

Definition 2.6: A quasigroup (Q, ◦) defined over an

abelian group (Q,+) by x ◦ y = α(x) + β(y) + c, where c
is a fixed element of Q, α and β are both automorphisms of

the group (Q,+), is called a T -quasigroup.

By Toyoda theorem (T -theorem) [17] every medial quasigroup

(Q, ◦) is a T -quasigroup with additional condition that

automorphisms α, β commute.

Testing properties of the large qausigroups is done through

a simple hash function defined below.

Definition 2.7: Let (Q, ∗) be a quasigroup and Q+ be a

set of all nonempty words formed by the elements qi ∈ Q,

1 ≤ i ≤ n. For a fixed a ∈ Q let the hash function ha :
Q × Q+ → Q+ be defined as

ha(q1q2 . . . qn) = ((a ∗ q1) ∗ q2 ∗ . . .) ∗ qn.

III. THE EXPERIMENTS

The aim of our experiments was to check empirically the

characteristics of quasigroups by valuing the hash function

based on the table quasigroups and on quasigroups defined
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analytically. This experiments are an extension of published

works [15], [13], where distribution of hash values, for given

quasigroup and for given testing data were tested. The exper-

iments are divided into following groups:

1) distribution of hash value’s changes, for given quasi-

group and for given testing data, with respect to single

bit change in them,

2) distribution of positions of hash value’s changes, for

given quasigroup and for given testing data, with respect

to single bit change in them.

A. Data used in test

There is need to select input data to perform experiments.

Selected input data should have certain characteristics. There-

fore, we have selected three types of input data, three files:

• Words extracted from text. Words were extracted from

a .GOV collection of web pages WebTREC [9]. The

original text size was approximately 18 gigabytes. The

dictionary was drawn up from this text. The dictionary

contains a total of 4319200 unique words. In following

text, this file is referred as webtrec. This file is used

to simulate hashing of text messages.

• Random data. As a source of random data have served

first million digits of number π. This file was acquired

from the Canterbury Compression Corpus [3]. In follow-

ing text, this file is referred as pi. Changes of the whole

file’s hash value, when single bit was changed, will be

examined on this file.

• Completely regular data. Here we have again used a file

from Canterbury Compression Corpus. This file contains

one hundred thousand characters ’a’. In following text,

this file is referred as aaa. The file will be used in the

same manner as pi.

B. Quasigroups used in tests

• ”Table quasigroup” that comes from the quasigroup

isotopic of quasigroup of modular subtraction (2) was the

first type of quasigroup used in tests. The multiplication

in such an isotopic quasigroup is defined through (3) as

follows [15]:

a ◦ b = π((ω(a) + n − ρ(b)) mod n).
• ”Analytic quasigroup” was the second quasigroup type.

The operation ◦ in analytic quasigorup is defined as

x ◦ y = (ax + by + c) mod n, where n = |Q| and

gcd(a, n) = 1 = gcd(b, n), a, b and c are integers

(where gcd denotes a greatest common divisor). Then

Qm = (Zn, ◦) is T-quasigroup over Zn [16].

Quasigroups of following orders were used in our experiments:

• quasigroup of order 5003 defined by table and analyti-

cally,

• quasigroup of order 216 defined analytically,

• quasigroup of order 232 defined analytically4.

4Orders of these qusigroups will be referred as 64K and 4G in following
text.

• The (associative) additive group (Zn, +), rather group

(Z5003, +) was used for comparison in test too. The

additive group of integers mod n satisfies Latin square

law.

To compare properties of table quasigroups and analytic

quasigroups, quasigroups of order 5003 were used. Simulta-

neously these quasigroups are used for testing quasigroups of

prime order. Quasigroups of this order can be used as base of

hash functions for hash table data structure. Quasigroups of

order 64K and 4G were used to test large quasigroup with

order equal to power of 2. These quasigroups are intended

rather for the area of cryptography.

IV. RESULTS OF EXPERIMENTS

A. Changes of hash values – The number of changed bits

The first part of our experiment was to monitor changes in

the hash values for the given hash function – quasigroup. The

webtrec was used as input data in this case. The experiment

was as follows:

1) Initialize of quasigroup5 Q of order k.

2) For each input word w compute hash value ha(w).
3) Assume that binary representation of word w has l bits.

Create l words wi from word w such that i-th bit in

word w is changed.

4) For each word wi compute hash value ha(wi) and

measure Hamming distance between ha(w) and ha(wi).
In the case of pi and aaa files, the whole file was

considered as word w.
1) Ideal results: The ideal result of this experiment is to

change half of bits in hash values when one bit is changed in

the input. Histogram of Hamming distances in this case should

copy the normal distribution.
2) Experimental results: Charts in Figures 1, 3, and 5 show

histograms of Hamming distances between original word hash

value and hash value of word with one bit changed. X-axis

represents the number of changed bits; y-axis represents the

probability (relative frequency) of change of given number of

bits.

Basic statistical results of this experiment are shown in

Table I. Tables II, III, and IV show, that distribution of bit

changes corresponds to 68-95-99.7 rule (three-sigma rule),

with some exception in [−σ, +σ] interval. Distribution of

Hamming distances can be considered as normal distribution.

From these tables, it is clear that table and analytic quasi-

groups of order 5003 provides almost identical results. The

parameters μ and σ were used for normal distribution curve

N(μ, σ2) construction. We can graphically compare experi-

mentally measured distribution curve and normal distribution

curve N(μ, σ2) in the charts 1. In all cases, we can see very

good agreement between experiment and the ideal results, the

theoretical results.

Completely different situation arises for the additive group

(Z5003, +). In the case of the file webtrec is the following

5In the case of the experiment with the group, create a group instead of
quasigroup.
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(a) Table quasigroup, order
5003

(b) Table quasigroup, order
5003

(c) Analytic quasigroup, order
5003

(d) Analytic quasigroup, order
5003

(e) Analytic quasigroup, order
64K

(f) Analytic quasigroup, order
64K

(g) Analytic quasigroup, order
4G

(h) Analytic quasigroup, order
4G

Fig. 1. Histogram of Hamming Distances – webtrec

situation. It hasn’t good avalanche effect (when an input is

changed slightly (for example, flipping a single bit) the output

changes significantly (e.g., half the output bits flip)). From

the histogram 2(a) is quite clear that in half of the cases

changed only one bit, in the quarter of the cases, only two

bits. This illustrates the mean number of changed bits in Table

I(a). Comparison with the normal distribution curve is shown

in Figure 2(b). A significant deformation of distribution of

changed bits can be seen there. Avalanche effect

A similar distortion of the histogram can be seen in the

chart 4 for file aaa. From this chart it is clear that the hash

value changed in the 25 % of cases either one or three bits. In

the remaining 50 % of cases have changed exactly two bits.

This is a substantial difference to the expected half of bits. In

even 60 % of cases there has changed only one bit in the file

pi, see Figure 6.

(a) Group (Z5003, +) (b) Group (Z5003, +)

Fig. 2. Histogram of Hamming Distances – webtrec

(a) Table quasigroup, order
5003

(b) Table quasigroup, order
5003

(c) Analytic quasigroup, order
5003

(d) Analytic quasigroup, order
5003

(e) Analytic quasigroup, order
64K

(f) Analytic quasigroup, order
64K

(g) Analytic quasigroup, order
4G

(h) Analytic quasigroup, order
4G

Fig. 3. Histogram of Hamming Distances – aaa

(a) Group (Z5003, +) (b) Group (Z5003, +)

Fig. 4. Histogram of Hamming Distances – aaa
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TABLE I
HAMMING DISTANCES — STATISTICAL EVALUATION

(a) webtrec

Quasigroup Order μ σ
Table quasigroup 5003 6.263 1.800
Analytic quasigroup 5003 6.414 1.662
Analytic quasigroup 64K 8.043 1.938
Analytic quasigroup 4G 16.163 2.684
Group (Z5003, +) 5003 1.996 1.374

(b) aaa

Quasigroup Order μ σ
Table quasigroup 5003 6.226 1.758
Analytic quasigroup 5003 6.654 1.859
Analytic quasigroup 64K 7.771 2.156
Analytic quasigroup 4G 15.979 2.877
Group (Z5003, +) 5003 2.000 0.707

(c) pi

Quasigroup Order μ σ
Table quasigroup 5003 6.197 1.756
Analytic quasigroup 5003 6.150 1.722
Analytic quasigroup 64K 7.692 2.065
Group (Z5003, +) 5003 1.925 1.243

TABLE II
CONFIDENCE INTERVALS, WEBTREC

(a) Table quasigroup, 5003

Confidence interval Percentage
[−σ, σ] 72.895

[−2σ, 2σ] 94.986
[−3σ, 3σ] 99.888

(b) Analytic quasigroup, 5003

Confidence interval Percentage
[−σ, +σ] 76.205

[−2σ, +2σ] 94.006
[−3σ, +3σ] 99.882

(c) Analytic quasigroup, 64K

Confidence interval Percentage
[−σ, +σ] 54.818

[−2σ, +2σ] 93.738
[−3σ, +3σ] 99.781

(d) Analytic quasigroup, 4G

Confidence interval Percentage
[−σ, +σ] 64.292

[−2σ, +2σ] 96.286
[−3σ, +3σ] 99.824

(e) Group (Z5003, +)

Confidence interval Percentage
[−σ, +σ] 87.386

[−2σ, +2σ] 93.752
[−3σ, +3σ] 98.676

TABLE III
CONFIDENCE INTERVALS, AAA

(a) Table quasigroup, 5003

Confidence interval Percentage
[−σ, σ] 59.825

[−2σ, 2σ] 95.629
[−3σ, 3σ] 99.957

(b) Analytic quasigroup, 5003

Confidence interval Percentage
[−σ, +σ] 71.490

[−2σ, +2σ] 97.221
[−3σ, +3σ] 99.780

(c) Analytic quasigroup, 64K

Confidence interval Percentage
[−σ, +σ] 64.697

[−2σ, +2σ] 96.191
[−3σ, +3σ] 99.659

(d) Analytic quasigroup, 4G

Confidence interval Percentage
[−σ, +σ] 61.622

[−2σ, +2σ] 94.578
[−3σ, +3σ] 99.707

(e) Group (Z5003, +)

Confidence interval Percentage
[−σ, +σ] 50.000

[−2σ, +2σ] 100.000
[−3σ, +3σ] 100.000

TABLE IV
CONFIDENCE INTERVALS, PI

(a) Table quasigroup, 5003

Confidence interval Percentage
[−σ, σ] 60.069

[−2σ, 2σ] 95.733
[−3σ, 3σ] 99.960

(b) Analytic quasigroup, 5003

Confidence interval Percentage
[−σ, +σ] 61.201

[−2σ, +2σ] 96.202
[−3σ, +3σ] 99.980

(c) Analytic quasigroup, 64K

Confidence interval Percentage
[−σ, +σ] 68.776

[−2σ, +2σ] 95.316
[−3σ, +3σ] 99.442

(d) Group (Z5003, +)

Confidence interval Percentage
[−σ, +σ] 77.501

[−2σ, +2σ] 100.000
[−3σ, +3σ] 100.000
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(a) Table quasigroup, order
5003

(b) Table quasigroup, order
5003

(c) Analytic quasigroup, order
5003

(d) Analytic quasigroup, order
5003

(e) Analytic quasigroup, order
64K

(f) Analytic quasigroup, order
64K

Fig. 5. Histogram of Hamming Distances – pi

(a) Group (Z5003, +) (b) Group (Z5003, +)

Fig. 6. Histogram of Hamming Distances – pi

B. Changes of hash values – Positions of changed bits

In the experiment described in section IV-A, Hamming

distance was used to measure the change of hash value. In this

experiment, we examine changes in individual bit positions

of binary representations of hash value. Experiment was the

same way, only in the last step positions of changed bits were

recorded instead of their number.

1) Ideal results: The ideal result of this experiment is

equal probability of bit’s change at all positions. Histogram

of changed positions should copy the uniform distribution.

2) Experimental results: Charts 7, 8, and 9 show the

resulting histograms of the probability of a bit changes be-

tween the hash value of the original word and word with the

inverted bit. X-axis represents the position of changed bits,

while Y-axis represents the probability (relative frequency) of

change of bit at given position. All of these charts show good

concordance between the results of the experiment and the

(a) Table quasigroup, order
5003

(b) Analytic quasigroup, order
5003

(c) Analytic quasigroup, order
64K

(d) Analytic quasigroup, order
4G

(e) Group (Z5003, +)

Fig. 7. Histogram of bits’ positions changes – webtrec

expected uniform distribution. Anomaly shows only the last

bit of quasigroup of order 5003. It is due to the fact that

the 12-th bit can change only for hash values greater than

212 = 4096. When the order of quasigroup is power of 2, this

problem does not occur.
In the case of the file webtrec, we tested the group

(Z5003, +). The results are shown in the chart 7(e). It is clearly

visible non-uniformity of changes in individual bits from the

chart – the bits in the middle of the binary representations

of hash values have changed frequently, marginal bits have

changed very little.
In the case of the file aaa positions of changed bits can be

divided into several groups, see chart 8(e). The first group

consists of the most frequently changed bit – the 7th is

changed with probability 18.75 %. The second group contains

bits at positions 1, 2, 3, 5 and 6, probability of change is 12.5

% in this group. Bits 0, 4, and 8 are changed with the smallest

probability. Bits at positions 9 to 12 does not change at all!
The situation of the file pi is a similar as in the case of file

aaa. Changed bits’ position are spread evenly in this case,

see chart 9(d), due to the random nature of the data in this

file.

V. CONCLUSIONS

Examination various characteristics of small quasigroups,

e.g. of order 4, is easy, it can be done by exhaustive search.

The goal of our research is to find a way of testing statistical

properties of large quasigroups and to explore the interpre-

tation of experimental results. We’ve reported two types of
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(a) Table quasigroup, order
5003

(b) Analytic quasigroup, order
5003

(c) Analytic quasigroup, order
64K

(d) Analytic quasigroup, order
4G

(e) Group (Z5003, +)

Fig. 8. Histogram of bits’ positions changes – aaa

(a) Table quasigroup, order
5003

(b) Analytic quasigroup, order
5003

(c) Analytic quasigroup, order
64K

(d) Group (Z5003, +)

Fig. 9. Histogram of bits’ positions changes – pi

experiments conducted and their results in this paper – the

distribution of hash value’s changes, for given quasigroup and

for given testing data, with respect to bit change in them and

with respect to the positions of changed bits. We try to find the

relationship between our results and known algebraic properies

of used quasigroups.

Different data sets were chosen for testing, from the regular

to random one; we wanted to capture the impact of their struc-

ture on the hash function value. Various types of quasigroups

were used, quasigroup of prime order 5003 and quasigroups

representing the class of quasigroups of order 2n. Two kinds

of quasigroups generation were used, resulting quasigroups

were named table and analytical qoausigroup. Results of our

experiments are shown in the graphs and tables. We used

group (Z5003, +) for comparison, which represents quasigroup

with bad cryptographic quality. The influence of algebraic

properties (associativity etc.) of compared group (Z5003, +) is

clearly evident on the charts. The deformations of histograms

of bits positions and the deformations of resulting curves

representing distributions of hash function value for group

are evident, while the results for the quasigroups are close

to normal distribution, i.e. are a kind of ideal results.
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[15] E. Ochodková and V. Snášel. Cryptographic Algorithms with Uniform
Statistics. In NATO Regional Conference on Military Communications
and Informations Systems, pp. 165-172, Zegrze, Poland, 2001.

[16] R. H. Schulz. Codierungstheorie. Vieweg Verlag, 1991.
[17] K. Toyoda. On axioms of linear functions. Proc. Imp. Acad. Tokyo,

17:221227, 1941.

2009 World Congress on Nature & Biologically Inspired Computing (NaBIC 2009) 971



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Times-Italic
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


